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= Understand the basic requirements for
information privacy under HIPAA;

m Assess your facility’s readiness for
compliancewith HIPAA requirements;

= Develop and implement policies and
procedures as theyJ)ertain to the “end-
of-life” disposal and destruction of
confidential paper documents.*

= Evaluate options for “end-of-life” )
disposal and destruction of confidential
documents, and develop an )
environmentally responsible and fiscally
prudent option for your facility.

Whatis HIPAA?

The Health Insuran ce Portability and Accountability Act
... AFederal Law Created in 1996

.\ It isconsidered the
MOST significant

ealthcare legislation

since Medicare
in 1965!!

il HIPAA Standards

mrequires that health care
organizations establish written
policies and procedures for
implementation of privacy and
security measures.

= DOES NOT dictate specific
guidance on HOW health care
facilities meet the standard




| The problem...

m H2E identified that the lack of
guidance was leading to
misinterpretation of the guidelines

m Document destruction companies
were calling the shots

m The next very expensive w aste

stream was being created as a
result...

H2E Objectives

Assist health care facilties meet the
intent of HIPAA in a manner that
promotes environmental performance
and that is financial responsible and
sustainable.

Develop Policies and Procedures

m Key Players:

® Risk Manag em ent

®m Housekeeping/Facilities

= W aste Manag er

®m Medical Records, Human Resources,

Information Resources, Others

m Key Themes:

mreasonableness,

® appropriate safeguards,

mrisk assessment,

minadvertent discovery

Define Confidential...
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. Reports toregulat

All patient carerecord and informationwhich contains patient andor
practitioner identifying iformation, e.g mertal health records, medical
records, prectitioner referral slips, appointment records, research records, and
records whichmay cortain patient irformation, suchas biling records
Peer review, quality m lemert, ngerformance improvemert, utilization
review, risk management documents, and credentialing information
oi%agencies suchas incident reports or reports d unusual
occurrences, child abuse reports and dher required praectedreports, and
some accreditaion informétion

Employment documents, paticularly lette's o refeence

Qv Aagree a .Il. '. 0
. Documents containing proprietary iformation andtrade secrets
. Certain financial records of the corporations, including tax records
. Business transaction agreemerts and records

1. Social security numbers with names, or addresses of the individual (or family

members) whois the subject of the number

Members/paients' aedit card numbers and personal financial data including
Medicare and Medicaid identifiers

Employee directories




| Paper Segregation and Compliance w/ HIPAA

w.| Universal Confidential Waste Approach...

® In an attempt to control collection
costs...
m Are you segregating confidential and
non-confidential papers?
m Are you usinglocked bins?
m Do you have different types of bins?

m...Space constraints, creating gray areas
of confusion, labor considerations...

mASSESS YOUR COMPLIANCE — DO A
WASTE AUDIT.

m Consider commingling ALL paper
m Considerations

m |s commingled paper recycling available
in your area — adapt accordingly
= Storage

m Disadvantages

m|f you're shredding on-site, there’s more
paperto shed, including newspaper and
magazines

m|f you're using a document destruction
company, this will be more expensive —

so find an altemative
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={ COMMINGLED PAPER (cont.)

] Recycling as Destruction Method

m Cost Implications

= Not necessarilymore expensive...
m Labor consider ati ons
m Ease of compliance with HIPAA

u Benefits

m Easier for generators

m Easier for waste handlers

mFewer bin types,

mgreateraccess...

uSIGNIFICANT IMPROVEMENT IN
PARTICIPATION IN HIPAA
COMPLIANCE 1

Pulping or Recycling is an effective way of
destroying documents
Biggest Challeng e is finding arecycler/hauler that
can meet criteriato provide secure handling...
Recycling with a bonded/certified destruction
service:

m bonded recycler or directly to a bonded paper mill.

m certificate of destruction
Recwling with a due diligence* approach:

= Audit facility to assess level of reasonable security.

= [f contracted recyclers handle and process paperin a
manner that meets confideniality standards for security,
then the certificate of destruction may not be needed.

Bothrequire good relations hip with hauler, annual
audits, continuous as sess ment
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m That is the question...
m Shredding options

mDesk side

m Departmental

m L arge industrial

m Document Destruction Companies
m Probably some combination, but...

= Shredding is expensive and may not
be necessary in all areas if your
recycling vendor provides secure
services...
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Locked vs. Unlocked Bins

Facility Assessment - appropriate level
of “secure receptacles” necessary to
minimized risk

Nature of the department and
public/staff access will help determine
whether containers can be open, lidded
or cowvered, and/or locked.

Advantages to locked bins:

m paper is secure from point of
generation through poaint of
destruction

m the facility can visuallyand
systematically demonstrate to
clients that an infrastructure exsts
to protect i nfor mation security

m awids the needto shred at point of
generation,
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Disadvantages to locked bins

m additional cost to purchase locking containers

m additional labor to collect paper from locked bins
or swap out containers

m space needed to store locked hins, space
neededto stage locked bins during coll ection

m finding and keeping track of keys for bins; need
to decide if all bins should be keyed alike, or
have multiple keys, multiple locks

mIncreased cost and labor considerations may
limit access to confidential containers,
consider wheth er staff compliance will
decrease if participation isnot easy and
accessible.
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sl Source Reduction

m Create less paper in the first place

m Work with Computer Services,
Admitting, Lab, other generating
departments to assess report
distribution

m Double-sided copying

m Use HIPAA compliance as reason for
imperative to reduce paper...
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=] Training and Education

m Generator compliance is key to
successful compliance program

m Consider inclusion of compliance w ith
confidential w aste policy part of job
description

m Clarify w hat happens w hen policies
are violated

m Empow er waste manager (and
housekeepers) to problem solve
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- ER RECYCLING &=
ﬁ All Hnﬁﬁ?ﬂﬁnﬁli Office Paper AND Paper ﬁ
with Confidentizl Protected Health Information™ Goes Herell

 Ramersber, Continuem recyeles all inds of papes, inluding:

* Protected Health lnfarmation fncludes:
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Jitd HIPAA “Inspections”

m Not inspectors — “Privacy Specialists”

m HIPAA will not do random
inspections, they respond to
complaints

m There are civil fines are “reckless
conduct” -- form basis of common
law on invasions of privacy

= Criminal Penalties for willfill and
criminal conduct

m Not liable for inadvertent discovery!l!
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HIPAA

H2E has
created a
guidance
document for
healthcare
providers.

«| H2E HIPAA RESOURCES

= H2E - HIPAA Guidance Document

m Sample Due Diligence / Annual Audit
of Confidential Paper Recycling

m Sample Certificate of Destruction
m Sample Facility Assessment

= Sample Administrative Policy and
Procedure Policy

m Sample Business Associate
Guidelines

m H2E Listserv — your colleagues
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